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Overview 

neonInsight is the result of over 25 years experience providing Messaging and Groupware solutions 

to some of the largest organizations in the world. neonInsight leverages this experience to provide 

advanced Messaging and Groupware functionality running on commodity hardware and the Linux 

distribution of your choice. 

Installation 

Before installing neonInsight, please make sure that the minimum requirements for your Linux 

distribution are met. 

Minimum System requirements for the Server: 

 Minimum 2 GB of free hard drive space for installation 

 neonInsight installation directory is /opt/neonInsight 

 User Disk Space - To be determined by user activity 

 Minimum of 512MB swap partition 

 Pentium 4 class or higher i686 based processors 

 Minimum of 2 GB Ram 

 Network Interface Card/Ethernet 

Supported Linux Distributions 

VMSG supports a variety of Linux operating systems and will run on most major 

distributions. 

The following has been tested with neonInsight: 

 SuSE Linux Enterprise Server 10 or higher 

 Debian GNU/Linux 4.0 or higher 

 Red Hat Enterprise Linux 5 or higher 

 Fedora Core 5 or higher 

 CentOS 4 or higher 

Prerequisites for neonInsight 

The following section lists the prerequisites for installing neonInsight. The installation will utilize 

these prerequisites when configuring the mail server. This information must be correct prior to 

installing the software. If this information is not correct, it will not be configured properly and 

could stop your mail server from functioning properly. 

 TCP/IP address of mail server 

 Hostname of mail server 

 The installation will automatically configure the initial (primary) domain with the hostname 

of the server. It is important that this information be correct prior to installation. 

 Domain in which the server will reside 

 neonInsight license key or demo key 

 

The following commands can be used on your Linux server to validate that the items above are 

properly configured: 
COMMAND ACTION 

hostname –a Hostname of the system 

hostname –d Domain name of the system 
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hostname –f Fully Qualified Domain Name (FQDN) 

netstat -tanp Displays ports that are currently being used 

Port Availability 

The following ports will be used by neonInsight: 

Port Description of Port Use 

25 SMTP  

80 HTTP  

110 POP3 

143 IMAP 

389 LDAP 

443 SSL for Apache 

465 Secure SMTP 

587 Alt SMTP 

993 SSL for IMAP 

995 POP3 over SSL 

4369 Port Mapper Daemon 

5222 Jabber client connection 

5223 Jabber server to server 

5269 Jabber dial-back 

5280 Jabber Online Server Config 

5432 PostgreSQL 

10024 Amavisd 

10025 Amavisd 

33333 FTP neonInsight Admin Interface 

50080 CalDAV server 

50443 CalDAVS server 

 

Disabling Applications 

Most Linux distributions install certain applications by default. For example, sendmail is a 

standard MTA that is usually installed by default on most major Linux distributions. Since 

neonInsight is its own mail server, sendmail can cause conflict and will need to be disabled. The 

same is true with Apache. The following shows how to disable sendmail and Apache: 

sendmail: 

Red Hat-type servers: 
 

#chkconfig sendmail off 

 

Debian-type servers: 
 

#update-rc.d –f sendmail remove 

 

This will permanently disable sendmail from starting up during the reboot process. 

 

Apache: 

Red Hat-type servers: 

 

#chkconfig httpd off 
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Debian-type servers: 

 

#update-rc.d –f apache2 remove 

 

This will permanently disable the Apache process from starting up during the reboot process. 

 

NOTE: For proper installation of neonInsight, SELinux and AppArmor must be disabled. 

Finding a process currently bound to a port 

To locate which process is currently bound to a given port, use the netstat command. A portbound 

process can keep the server from installing properly. Use the port requirement chart 

above with the netstat command to determine what is stopping the software installation. 

For example, if you have a slapd process running on your server, port 389 will most likely be 

bound to it. To verify this, type: 

 
#netstat –tanp|grep 389 

(results) 

tcp 0 0 0.0.0.0:389 0.0.0.0:* LISTEN 13097/slapd 

 

These results show that the slapd process is bound to port 389. To continue with the installation, 

this process must be stopped. 

 

Red Hat-type servers: 
#chkconfig ldap off 

 

Debian-type servers: 
#update-rc.d –f ldap remove 

 

This will permanently disable slapd from running on this server. 

 

Installing neonInsight 

Overview: 

 Download the distribution 

 Set permission 

 Run the installation script 

 

Download the distribution 

The latest release of the neonInsight can be downloaded from: 
http://techserv.verimation.se 
 

Set permissions 

Once the package has been downloaded, the permissions must be set. The downloaded file 

needs to have the following permissions: 

Owner – Read, Write, Execute 

other users – Read, Execute 

 

http://techserv.verimation.se/download/latest.asp?src=neoninsight
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To change permissions on the downloaded file, type the following command at a command line 

prompt: 

 
#chmod 755 <neonInsight-filename> <enter> 

 

Permissions can also be changed by typing the following at a command line prompt: 

 
#chmod a+x <neonInsight-filename> <enter> 

Run the installation script 

Installing neonInsight is completed with a few simple steps: 

1.  As “root”, navigate to the directory where the install script is located. 

NOTE: Installation must be performed as the “root” user. When using the “su” (substitute 

user) command, be sure to also add “-“. Executing “su -“ grants the full “root” shell and 

environment whereas simply executing “su” retains the original user‟s shell and 

environment. 
2. Add any special install flags (optional)  

a. Flags include 

i. ADMINPASSWORD=password 

Replace “password” with the password you would like set for this account. If 

this flag is not used, a password will be assigned and displayed at the end of 

the installation process. 

ii. LICENSE=your license number 

Entering in a license number will automatically register the server during the 

installation process. 

How the flags would look with the installation script: 

 
# ADMINPASSWORD=admin LICENSE=key ./neonInsight-

gateway-5.2-i386-123.sh 

3. Or simply start the installer 

a. ./neonInsight-gateway-5.2-i386-123.sh 

 

 
NOTE: the file name above is for example purposes only. To install your version of the 

neonInsight Server, you must use the specific file name that you downloaded.  

 

Once the Installation has started the license agreement will be displayed.  

 
One page at a time will be displayed.  You move to the next page by pressing the spacebar. 

 

On the last page you will be asked whether you accept the license agreement or not.  Type “yes” to 

agree and continue with the installation or “no” to abort the installation. 

 
 

If you typed “yes” the installation will start.  You will get feedback that the installation is in progress 

by additional “dots” being added to the output line. 
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After the base system has been installed you will be prompted to select which languages you want 

enabled. Select the language by using the up ↑ or down ↓ arrows on your keyboard. When finished 

with the language selection, press your “Tab” key to move the cursor to the <OK> option and press 

“Enter”. 

 
 

You will be then be notified when installation is complete and all services will be started 

automatically. 
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NOTE: You will be notified of the default administrator account name and password.  If you did 

not specify the password on the command line you should make a note of the randomly generated 

password and change it as soon as possible. 

 

ADMINISTRATION/ACCOUNTS 

 

The Accounts functions of neonInsight are divided into three different sections: Menu Toolbar, Edit 

and List Sections. 

Menu Toolbar 

The Menu toolbar controls the operations of the Account functions.  The Menu Toolbar is accessible 

when selecting Administration > Accounts from the left navigation tree. 

 
Figure 1 – neonInsight Accounts – Menu toolbar 

From the Menu toolbar, you can access Users, Groups, Contacts, Mailing Lists, Resources, Domains, 

and Active Directory/Samba Lists (External). 

 

Edit Section 

The Edit section is a multipurpose section used to add or edit selected Users, Groups, Contacts, 

Mailing Lists, Resources or Domains. 



Verimation Mail Security Gateway Configuration Guide 

10(67) 

  
Figure 2– neonInsight Accounts – Edit Section 

List Section 

The “List Section” lists Users, Groups, Mailing Lists, Contacts, Resources, and Domains.  It also 

offers list filtering and search options. 
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Figure 3 – neonInsight – List Section 

 

To locate the Accounts feature in neonInsight, you must be logged in either as “admin” or a user with 

administrative rights to the server.  As the administrator, expand the “Administration” option in the 

left navigation bar in your browser.  Under the “Administration” option, you will see “Accounts”.   

 

 
Figure 4 - neonInsight Accounts - Navigation 

USER ACCOUNT ADMINISTRATION  
In neonInsight there are three different administrator accounts, “admin”, “system administrator”, and 

“domain administrator”.  The “admin” or “super user” account has complete control over other 

administrator accounts.  There is only one “super user” account on the neonInsight server, and this 

belongs to “admin”. 
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Administrators of lower levels of authority may not assign higher permissions to another user that are 

higher than their own.  For example, a domain administrator cannot increase permission of a user to 

system administrator rights.  A system administrator, however, may give domain administrator rights 

to another user.  The following provides an overview of the different levels of administrator rights. 

 

Administrator/User rights’ Hierarchy 
 

Admin: 
The “admin” account is the super user of the system.  Essentially the same as the user, “root”, on a 

Unix/Linux system, however, admin only has super user rights to the neonInsight server, not the rest 

of the physical server.  Use the admin account to add any user to the system or remove any user from 

the system. 

 

System Administrator: 
The system administrator can see, create, edit and delete everything except the admin account.  This 

user is one tier down, in rights, from the “admin” account.  Domain administrators or other system 

administrators may also be created by the system administrator. 

 

Domain Administrators: 
Domain administrators may create, edit and delete entries within the domain(s) they are assigned to 

administer.  The domain administrators have the ability to see, create, edit and delete all entries that 

normal users can see and edit; however, they cannot create, edit or delete groups for which they are 

not the specific owner. 

 

Group Administrators: 
Group administrators can add, edit and delete entries in the group that they own. 

They have authority over groups for which they have been made “owner”.  The group administrator 

may not “create” groups. 

 

Mailing List Administrators: 
Mailing list administrators have authority only over mailing lists for which they have been made 

“owner”.  They are treated similarly to the group administrators in that they can see and edit any entry 

a normal user can see or edit.  The mailing list administrator may not create mailing lists. 

 

Mailing List and Group Permissions:  
Mailing lists and groups can be assigned to different permissions levels.   

These levels are:  

1. Only available to Group/List members and the Group/List owner.  

2. Available to authenticated users. 

3. Available to external users.  For example, outside mail may be sent to a group or list address. 
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Normal User: 
A normal user is a user that has not been granted any additional rights on the server, typically referred 

to as users on a normal system.  Users can see all domains, users, groups, external contacts, mailing 

lists and “Quota Classes”.  The only exceptions to these are the following: 

 Users can not see the admin account in the user list or address book. 

 Users can not see anything in “private” domains. 

 Users in “private” domains can see everything a normal user can in the public domain as well 

as their private domain. 

 Users may edit their own information except for their username and user attributes.  For 

example, normal users can not increase their user rights. 

 Users can create, edit and delete external contacts. 

 

Add a new user 
There are only two required fields necessary to set up a new user; however, there are numerous 

options that can be filled out.  The only two required fields are “username” and “password”.   

  
Figure 5 – neonInsight – Administration – Add new user 

 

 

 

 

General tab 
Under the “General” tab of the “Add a new user” page, you can enter the following information for a 

user: 
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1. Domain:   

If more than one domain exists on the server, it will be necessary to choose the correct one at 

the time of account creation.  Once an account is created, the domain value cannot be 

changed. 

2. Username:   

Certain names may not be used as they are reserved for other functions of the server.  These 

names include: 

a. admin 

b. postmaster 

c. abuse 

d. MAILER-DAEMON 

e. apache 

f. root 

g. spam.police 

h. uucp 

i. virusalert 

j. webmaster 

3. Password:  

Must be typed twice to confirm.  Passwords may not contain single quotes („) or double 

quotes (“).   

4. Type:  

Using this option, the administrator can assign specific rights to the users to increase their 

privileges.  For more information on user rights, see the section titled, “Administrator/User 

rights:” 

5. Administered Domains:   

By default, this will be labeled “None” with new users.  When a user is given domain 

administrator rights, this section will list the domain for which the user is the administrator. 

 
Figure 6 – neonInsight – Add new user – Domain Admin 

 

6. First name:   

The user‟s first name (optional information) 

7. Middle initial:  

The user‟s middle initial (optional information) 

8. Last name:  

The user‟s last name (optional information) 

9. Email address:   

The administrator can specify an email address in this field.  If this field is left blank, 

neonInsight will use the username and the default domain to create the email address.  For 

example, if the username was “jdoe” and the domain was “example.net”, neonInsight will 

auto-create the address as jdoe@example.net if no other address is provided. 

10. Quota:   

Quotas are managed by classes and are fully customizable.  In this field, you can either select 

one of your quota classes or select “No Limits”.  For more information on this topic, review 

the section on Quotas. 

11. Membership:   

By default, this section is labeled “None” until the user is assigned to either a group or a 

mailto:jdoe@example.net
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mailing list.  Below is an example of a user that is assigned to both a group (sales) and a 

mailing list (corporate). 

 
Figure 7 – neonInsight – Add new user – Membership 

 

12. Add user:   

When you have entered all of the appropriate information for a user, select the “Add user” 

button to add the user into the system. 

13. Reset:   

Pressing the “Reset” button clears all the information from the fields. 

 

Business tab 

All information under the “Business tab” is optional.  The “Business tab” contains standard 

information about a user‟s business. 

 

Personal tab 
The “Personal tab” contains fields for personal information about the user and is also optional. 

 

 

When the user has been successfully added to the system, a banner is displayed in the browser. 

 
Figure 8 – neonInsight – Add new user – Success 

 

Editing user accounts 
To edit user accounts, log in as an administrator with the appropriate permissions.  For more 

information on administrator/user rights, see the section titled, “Administrator/User rights”. 

 

Any user property can be edited except for the username and their domain.  To edit a user, select the 

“Users” button on the Menu Toolbar.  At the bottom of the “Add a new user:” page, you will see a list 

of user accounts.  By default, the first ten names will appear on this page.  To go to the next page, use 

the hyperlinks at the bottom of the page. 

 
Figure 9 – neonInsight – Editing user accounts – Find Users/Groups 

 

To edit a user, select the “update” icon next to the user account as seen above.  This will take you 

to the “Update user: username” page.  As in the “Add new user” section, there are three tabs on the 

“Update user” section: General, Business and Personal.  For more information on what each of these 

fields mean, see the “Add new user” section.  When finished editing the user account, select the 

“Update user” button. 
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Deleting user accounts 
Deleting a user account is a two-step process.  The first step selects the user account to be deleted, 

and the second step confirms the deletion.  To delete a user‟s account, first locate the desired account 

using the “Show Users and Groups” view under the Administration, Accounts, Users, section.  Select 

the “delete” icon  next to the username that you want to delete. 

 
Figure 10 – neonInsight – Deleting user accounts – Find Users/Groups 

 

Selecting this will take you to a confirmation page.  To confirm deletion of the specified user, select 

the “Remove user” button.   

 

NOTE:  This operation can not be undone unless you have an existing backup of your User 

directory. 

 

 

 
Figure 11 – neonInsight – Deleting user accounts – Confirm delete 

 

A banner is displayed in your browser upon successful removal of the user‟s account. 

 
Figure 12 – neonInsight – Deleting user accounts – Successful Deletion 

 

 

Listing user accounts 
The user list is viewed on the “Add a new user” screen.  The bottom portion of the window displays 

user accounts and also has a built-in search function.  The default display returns 10 user accounts per 

page.  This option can be changed by selecting “Options” on the Menu toolbar, then selecting the 

“searching” link under “Search Options”.  At the bottom of the options page is an input box titled, 

“Select the number of search results to display on a page”.  Changing this value will change the 

number of user accounts displayed. 

 

Searching user accounts 
Searching is another method you can use to view user accounts.  The search function allows you to 

filter which users are displayed.  For large environments, this tool can greatly reduce time spent 

manually looking for specific accounts. 
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Figure 13 – neonInsight – Search Tool 

 

User searches can be performed by username, display name (first name and/or last name) and email 

addresses.  Group searches can be performed by the group name, display name, description and email 

address entries for groups. 

 

Search default options may be changed by going to “Options” on the Menu toolbar and then selecting 

the “Searching” hyperlink under “Search Options”.  From this option window, there are four 

configurable options: 

 Select the domain you want pre-selected when searching for users or groups:  By default, this 

option is set to “All” in the drop-down menu.  If multiple domains exist, you may select a 

specific domain to be the default domain within the search option. 

 Select how to interpret the search text you input.  There are two options: 

o Return entries that contain my search argument 

o Return exact matches, including use of wildcard character “*” 

 Choose the default search option: 

o User searches: searches all users on the system against your criteria 

o Group searches: searches all groups on the system against your criteria 

o User & Group searches (default option):  searches all users and groups on the system 

against your criteria 

o Mailing list searches:  searches all mailing lists on the system against your criteria 

o Contact searches: searches all “external contacts” on the system against your search 

criteria 

o Resource searches:  searches all resources on the system against your search criteria. 

o Domain searches:  searches all domains on the system against your search criteria. 

 Select the number of search results to display on a page:  The default value for this is 10 but 

can be see to any value up to 999.  Caution should be used when placing a large value in this 

field.  Large values could cause this page to load slowly. 

 

NOTE: The asterisk symbol (*) is used as a wildcard with the neonInsight search tool. 

Groups 
The next category within the accounts administration section is groups.  A group is a single entry in 

the OpenLDAP database that has members (user accounts) assigned to it.  A group can be used to 

manage “groupings” of people or resources as a single unit. 

 
Select the “Groups” button on the Menu toolbar to manage groups. 

 
Figure 14 – neonInsight – Menu toolbar 

 

Adding a new group: 
A group can be added with as little as one field of information.  However, there are more fields 

available to help define the groups.  The available fields are as follows: 

 Domain:  

If the server has only one domain, this field will default to that domain.  If multiple domains 
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exist on the server, the default domain that is shown can be changed in the “Options” menu 

on the Menu toolbar. 

 Group Name:  

This is the only “required” field for adding groups to your server.  Group name can be any 

name desired but may not have single quotes („) or double quotes (“) in them.   

 Members:  

The default display is “None”.  Members are added by selecting the “add to group” icon .  

Members can be selected from the user list at the bottom of the page. 

 Description:  

Enter a description of the group being created. 

 Email address:  

An optional email address may be assigned to the group.  The email address will function 

similar to an alias.  All members of the group and the group owner will be recipients of this 

email address.  If no email address is specified, neonInsight will “auto-create” the address 

using the group name and the domain. 

 Owner:  

A group owner may be set to administrate what users may be added or removed from the 

group.  An owner is added to a group by selecting the “set as owner” icon  next to the 

user‟s name.  The group owner may also make minor changes to the group.  These changes 

are limited to: 

o Add/Delete members 

o Modify group description 

o Modify email address 

 Accept mail from:  

This option allows the administrator to specify who can send emails to this group.  

 Options are: 

o Users in the System: This includes any user on the mail system within the specified 

domain. 

o Group Members Only: This limits mail delivery to group members only. 

o Everyone, including the outside world: This allows anyone, even from the Internet, 

the ability to send to the group email address. 

 Add group:  

Selecting this button will create the group. 

 Reset:  

Clears the data in the input fields. 

 

Modify Groups: 
To modify a group, have system administrator (admin or equivalent), domain administrator or group 

administrator rights.  Only system administrators and domain administrators have the ability to create, 

delete and/or modify groups.  Domain administrators only have rights to “delete” groups for which 

they are the “owner”.  Domain administrators can create new groups within the domain that they 

administer. 

 

Group administrators (group owners) have the limited ability to: 

 Add/remove users 

 Modify the “Description” field 

 Modify the “Email address” field 

 



Verimation Mail Security Gateway Configuration Guide 

19(67) 

As a system or domain administrator, select “Groups” on the Menu toolbar under Administration > 

Accounts.  To view only the groups on the system, select the “Groups” radio button on the “Show 

Users and Groups” search tool and press “Search”. 

Figu

re 15 – neonInsight – Modify Groups – Search Tool 

 

Modify the group by selecting the “update” button  beside the group name.  The details of the 

group are displayed under the “Update group: groupname” heading.  As an administrator, every 

attribute of the group is modifiable except the domain and the group name.  Users can be added to the 

group by selecting the “add to group” icon  beside the user‟s name in the user list at the bottom of 

the page.  Users that currently belong to the group can also be removed from the group by selecting 

the “Remove” icon  next to the user‟s name.  Group owners may be designated by selecting the “set 

as owner” icon .  Only one user can be set as a group owner.  When all updates are complete, select 

the “Update group” button. 

 

Deleting Groups: 
Deleting group in neonInsight is a simple two-step process.  From the “Show Users and Groups” 

search tool, (see Modify Groups) determine the group to delete by selecting the “Remove” icon .  

After selecting the “Remove” icon, you will be asked to confirm the deletion. 

 
Figure 16 – neonInsight – Deleting Groups – Confirm delete 

Select the “Remove group” button to finish group deletion. 

Contacts (External Contacts) 

 
Figure 17 – neonInsight - Contacts 

 

“Contacts” are shared contacts stored in the neonInsight LDAP database.  These contacts are 

available to all users and can be found under:  Address Book > External Contacts in the WebClient. 

 

For the admin account, these “Contacts” can be found by selecting either:  Administration > Accounts 

> Contacts (top menu bar), or Address Book > External Contacts. 

 

External Contacts can be added, edited or deleted by any user on the system. 
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There are three sections to Contacts:  General, Business, and Personal.   

 
Figure 18 – neonInsight – Contacts 

 

Add a new contact: 
Navigate to Administration > Accounts > Contacts. 

Minimal information is needed to add a new contact.  On the “General” tab, enter the following 

information: 

 Domain 

Using the pull-down menu, select the domain associated with the new contact. 

 Display Name 

Data entered will be displayed for all users in their “External Contacts” list (required field). 

 First Name 

Enter the first name (optional). 

 Middle Initial 

Enter the middle initial (optional). 

 Last Name 

Enter the last name (optional). 

 Email Address 

Enter the email address (optional). 

 Membership 

External Contacts can be added to Mailing Lists within the system.  Add an External Contact 

to a mailing list by selecting the  icon next to the Mailing List you want associated with the 

contact. 

 

On the “Business” tab, enter the following information: 

 

NOTE:  All information on this tab is optional. 
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 Company 

 Title 

 Telephone 

 Mobile 

 Fax 

 Address 

 City 

 State/Province 

 ZIP 

 Country 

 Pager 

 Telex 

 

On the “Personal” tab, enter the following information: 

 

NOTE: All information on this tab is optional. 

 

 Telephone 

 Address 

 

When finished entering the contact information, select the “Add contact” button.  To reset the input 

fields at any time, select the “Reset” button. 

 

External Contacts can be searched within the Administration Accounts section.  To search External 

Contacts, enter the search criteria in the search input field and click on the “Search” button.  Refine 

the search by using the radio buttons listed under the search input field and then press the “Search” 

button. 

 

Deleting Contacts: 
Navigate to Administration > Accounts > Contacts.  Using the “Show Users and Groups” search tool, 

select the “Contacts” radio button and then the Search button.  This will narrow down the displayed 

list at the bottom to Contacts only.  Navigate to the Contact you want to delete using the page 

hyperlinks at the bottom.  Select the “Delete” icon  next to the Contact you want to delete.  A pop 

up display will appear requesting confirmation that you want to delete this Contact.  Select “Remove 

contact” to finish deletion.  To cancel, select the “Cancel” button. 

Mailing Lists 

 
Figure 19 – neonInsight – Mailing Lists 

 

Mailing Lists are named objects stored within the LDAP directory under a specified domain that has 

actual users associated with it.  A mailing list consists of two or more users that will receive mail sent 

to the Mailing List.  Any email sent to the Mailing List will be distributed to all members of the 

Mailing List.   
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Figure 20 – neonInsight – Mailing Lists 

Add a new mailing list: 
Create a Mailing List by navigating to:  Administration > Accounts > Mailing Lists.   

1. Domain 

Use the pull down menu to select the domain to associate the Mailing List. 

2. List Name 

Enter the name of the Mailing List 

3. Members [None] 

Members can be added/removed at any time during the creation/administration of a Mailing 

List.  Select a member from the user list at the bottom.  To make a user a member of a list, 

select  next to the user‟s name.   

4. Description 

Enter a description for the mailing list.  This information will be the display name of the list 

for all users to see. 

5. Email address 

If left blank, the List Name will be used to create the email address; otherwise, enter the 

email address of the Mailing List. 

6. Owner [None]  

Mailing List owners can be added or removed at anytime during the creation and/or 

administration of a Mailing List.  To make a user the owner of a list, select  next to the 

user‟s name. 

7. Accept mail from 

Mailing Lists can be configured to accept mail from the following sources: 

a. Users in the System 

Accept mail from anyone within the local mail system  

b. Group members only 

Only accept mail from members of the Mailing List  

c. Everyone, including the outside world 

Accept mail from anyone 
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8. Add mailing list 

Select this button when all of the information has been entered and you want to create the 

Mailing List.  This button is also used to update data when editing Mailing List information. 

9. Reset 

Use this button to reset the data fields to blank. 

 

Using the Mailing List: 
Users can utilize the Mailing List immediately upon its creation. 

 

When creating a new email in the neonInsight WebClient, mailing list entries can be found in the 

Address Book. 

 
Figure 21 – neonInsight – Mailing Lists 

 

Deleting a Mailing List: 
To delete a Mailing List, navigate to: Administration > Accounts > Mailing Lists.  Under the search 

input field, select the “Mailing Lists” radio button and click on the “Search” button.  This will return 

a complete list of all Mailing Lists. 

 

Next to each of the existing Mailing Lists are three icons: “Delete”, “Update”, and “Add to Mailing 

List”.   

 

To delete a Mailing List, locate the “delete” icon  next to the list you want to delete.  You will be 

asked to confirm that you want to delete this mailing list.  Once confirmed, the mailing list is 

permanently deleted and can only be restored from a pre-existing backup. 

 

Updating a Mailing List: 
Mailing Lists can be easily updated.  The only information that cannot be changed in a Mailing List is 

the domain where the mailing list resides.  All other information is editable. 

 

To update a Mailing List, navigate to: Administration > Accounts > Mailing Lists.  Under the search 

input field, select the “Mailing Lists” radio button and click on the “Search” button.  This will return 

a complete list of all Mailing Lists. 

 

Choose the Mailing List to be updated by selecting the “update” icon  next to the list you want to 

update. 
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Editable fields are: 

1. Members 

Use the “delete” icon  to remove members from this list. 

2. Description 

Update this field by typing in a new description 

3. Email address 

Update this field by entering in a new email address 

4. Owner 

Use the “delete” icon  to delete the current owner from this list. 

5. Accept mail from 

The following are acceptable options: 

a. Group Members Only 

Only accept mail from members of the Mailing List 

b. Users in the System 

Accept mail from anyone within the local mail system 

c. Everyone, including from the outside world 

Accept mail from anyone 

6. Update mailing list 

Select this button when you want to save your changes to the Mailing List. 

7. Reset 

Use this button to reset any fields you‟ve changed.  This will return them to their original 

state prior to editing. 

Resources 

 
Figure 22 – neonInsight - Resources 

 

Resources are accounts created by the system administrator to represent various resources such as 

conference rooms or overhead projectors.  This account is not managed by a person; rather, 

neonInsight Server manages this account.  neonInsight Server will accept or decline meeting requests 

made to the resource account depending on the availability of the resource.  neonInsight Server also 

posts the free/busy information of all resource accounts. 
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Add a Resource: 
To add a resource, navigate to: Administration > Accounts > Resources.   

 

 
Figure 23 – neonInsight – Add a new resource 

 

1. Domain: 

Using the pull down menu, select the domain where the resource will reside. 

2. Unique ID: 

Enter a unique name for the resource.  Alphanumeric values are acceptable. 

3. Resource Name: 

Enter a name for the resource.  This will be the name that will appear in the resources list 

under the “List View”. 

4. Description: 

Enter a description for the resource.  This is a user-defined field. 

5. Email Address: 

If no email address is entered, neonInsight will automatically create one for the resource.   

 

When all of the information has been entered, select the “Add resource” button to create the account. 

 

 
Figure 24 – neonInsight – View Resources 

 

Resources can be viewed in two different ways.  In the Administration > Accounts view, select the 

“Resources” radio button followed by select the “Search” button as shown in the figure above.  Using 

this method offers the administrator the ability to edit and remove resource accounts. 

 

The second method for viewing resources is for any user on the system.  This method is a “read only” 

method and does not allow for editing or removing resource accounts.   

 

Using the left navigation tree, navigate to Address Book > Resources.  All available resources will be 

displayed. 
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Figure 25 – neonInsight – View Resources – Read Only 

DOMAINS 

 
Figure 26 – neonInsight – Domains 

 

The neonInsight Server utilizes the server‟s domain name as the default domain during the automated 

installation process.  If additional domains are necessary, neonInsight is capable of supporting 

virtually unlimited domains. 

Add a new Domain 
To add a second or subsequent domain to your mail server, navigate to: Administration > Accounts > 

Domains. 

 
Figure 27 – neonInsight – Add a new Domain 
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To create a domain: 

1. Domain Name: 

Enter the domain name.   

NOTE:  The domain name must contain at least one sublevel, i.e. “example.net” is acceptable, 

whereas “example” is not. 

2. Organization: 

Enter the domain organizational name.  This is a user-defined field. 

3. Private Domain: 

Private domains are not viewable by users of other domains.  Private domain members can 

see all other public domains.  Place a check in the box if this domain is to be private. 

4. Select the “Add domain” button when all of the necessary information has been entered in the 

fields.   

 

To clear the data from the fields, select “Reset”. 

 

Update a Domain 
To update a domain, navigate to: Administration > Domains.  Select the update icon  next to the 

domain you want to update. 

 

NOTE:  The only information that can be updated on a domain is the “Organization” field and 

the “Private Domain” option.   

 

Once the data has been updated in the field, select the “Update domain” button to save your changes. 

 

The “Refresh” button gives you the ability to restore the field entries back to their “pre-updated” state 

if you have not already selected the “Update domain” button. 

 

When the domain is successfully updated, a confirmation banner is displayed: 

 
Figure 28 – neonInsight – Domains Update Confirmation 

 

Deleting a Domain 
To delete a domain, navigate to: Administration > Accounts > Domains.  Select the delete icon  

next to the domain you want to delete. 

A confirmation dialog will ask if you really want to delete the domain.   

 

NOTE:  This operation cannot be undone. 

 

A checkbox option allows for sub-domains and related users and groups to also be deleted with the 

domain.  If users or groups exist, this box must be checked to delete the domain. 

 

To confirm that you want to delete the specified domain, select the “Remove domain” button.   

To cancel the deletion process, select the “Cancel” button. 

ACTIVE DIRECTORY/SAMBA INTEGRATION 

 
Figure 29 – neonInsight – External User Directory Integration 
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Active Directory and SAMBA integration allows you to utilize your existing LDAP infrastructure 

with neonInsight Server.   

 

 
Figure 30 – neonInsight – External User Directory 

 

To activate the External User Directory, place a check in the “Get users from an external directory” 

check box.  This will activate all of the options, allowing you to select whether Active Directory or 

SAMBA is to be used as well as the other configuration parameters. 

 

 
Figure 31 – neonInsight – External User Directory 
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Configure External User Directory 
1. Get users from an external directory: 

Place a check in the box labeled, “Get users from an external directory”.  See above figure. 

2. Active Director / SAMBA: 

Using the available radio buttons, select which external directory type you are connecting to. 

3. Server: 

Enter either the Fully Qualified Domain Name (FQDN) or the IP Address of the external 

directory server. 

4. Port: 

By default, this port setting is 389.  If the external directory server uses a different port, 

specify that here. 

5. Base DN: 

This parameter will depend on the specific configuration of the external directory server.  It is 

usually the “Domain Component” value (dn=), i.e. for the domain example.net, dc=example, 

dc=net 

6. Bind DN: 

The Bind DN (Distinguished Name) can be many different things depending on the 

configuration of the external directory server.  Active Directory and SAMBA are often 

comprised of both “Container Names” and “Domain Components”. For example: 

cn=administrator,cn=users,dc=example,dc=net 

 

NOTE:  Verify these parameters with your systems or network administrator 

7. Password: 

Enter the password for the user entered in Bind DN. 

8. Allow entry editing: 

If this parameter is unchecked (default), the fields on the accounts page will be read-only 

since the data is being supplied by either Active Directory or SAMBA.  This information 

includes:  first name, middle initial, last name, email address, company, title, business phone, 

mobile, fax, business address, business city, business state, business zip, business country, 

pager, telex, home phone, and home address.  Changes made in Active Directory or SAMBA 

will be reflected in the neonInsight LDAP directory at the next synchronization. 

 

If this parameter is checked, all of the above mentioned fields will be editable; however, 

future changes within Active Directory or SAMBA will not be shown.  It is advisable to 

leave this parameter unchecked and manage account details through Active Directory or 

SAMBA. 

9. Automatic refresh interval: 

This feature automatically polls the external directory server for changes to the LDAP 

structure.  By default, this value is set at 120 minutes.  The value is user-defined.   

10. Refresh Now: 

Selecting this button causes the neonInsight Server to refresh the external LDAP directory 

immediately. 

11. Set: 

Selecting this button will complete the external directory configuration. 

STATISTICS 
neonInsight Server has an array of statistics to help the administrator in the overall management of 

system resources.  Statistical information is compiled at 3:00 AM and 9:00 PM daily. 

 

Statistics is found under Administration > Statistics and is comprised of four main categories: 

 Mail Traffic 
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 User Sessions 

 Data 

 Memory 

 

Mail Traffic 

 
Figure 32 – neonInsight – Statistics 

 

The figure above shows the default display of the neonInsight Server Statistics page.  When selecting 

the “Mail Traffic” tab, a row of options will appear at the bottom.  These options are shown in the 

figure above. 

 Sent Mail 

 Received Mail 

 Sent Size 

 Received Size 

 

Sent Mail 

 
Figure 33 – neonInsight – Statistics – Sent Mail 

 

The “Sent Mail” tab displays a graph representing the gross number of emails sent from the server.  

The row of numbers across the bottom represents hours while the column of number on the left 
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represents the number of emails sent.  The values shown in the gray area of the figure above display 

the numeric values that are represented in the graph below it. 

 

For sent mail, the statistics calculate the emails that have actually left the server through SMTP (to 

the Internet).  In the figure above, the values show “Sent” as 0 and “Received” as 6.  Interpreted, this 

means that 6 emails were sent through the local system only.  No email has actually left the server; 

however, 6 emails were delivered to accounts on the system.   

 

Received Mail 

 
Figure 34 – neonInsight – Statistics – Received Mail 

 

The “Received Mail” tab displays a graph representing the gross number of emails received.  The row 

of numbers across the bottom represents hours while the column of numbers on the left represents the 

number of emails received.  The values shown in the gray area of the figure above display the 

numeric values that are represented in the graph below it. 

 

Sent Size 

 
Figure 35 – neonInsight – Statistics – Sent Size 

 

The “Sent Size” tab displays a graph representing the total size of all emails sent from the server.  

This figure only calculates the size of the emails that has actually left the server to be delivered to any 

other server across the Internet.  It does not calculate the emails that are sent internally to other users 

on the system. 
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The row of numbers across the bottom represents hours while the column on the left represents data 

file sizes in MB.  The values shown in the gray area of the figure above display the numeric values 

that are represented in the graph below it. 

 

Received Size 

 
Figure 36 – neonInsight – Statistics – Received Size 

 

The “Received Size” tab displays a graph representing the total size of all emails received by the 

server.   

 

The row of numbers across the bottom represents hours while the column on the left represents data 

file sizes in MB.  The values shown in the gray area of the figure above display the numeric values 

that are represented in the graph below it. 

 

User Sessions 

 
Figure 37 – neonInsight – Statistics – User Sessions 

 

The “User Sessions” tab displays two “sessions”, IMAP and POP.  By default, the POP server is 

inactive in neonInsight.  The User Sessions statistical data is compiled every 15 minutes and 

displayed in the chart (gray area) and graph as shown in the figure above. 
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In the gray area of the “User Sessions”, the following summary information is displayed: 

 IMAP Sessions: 

The value displayed in IMAP Sessions will seem high.  It is the literal number of sessions to 

the IMAP server beginning at midnight and spanning a 24-hour period.  Every connector and 

disconnect are considered to be sessions. WebClient traffic will cause this number to read 

high, because browser-based IMAP sessions connect and disconnect frequently.  A single 

user‟s session will connect and disconnect many times during normal usage.   

 Retrieved Data: 

This represents the amount of data sent out to a client by the IMAP server.  This includes all 

raw IMAP protocol data. 

 Accepted Data: 

This represents the amount of data received by the server from clients.  This includes all raw 

IMAP protocol data. 

 POP Sessions: 

The value displayed in POP Sessions reflects the literal number of sessions to the POP server.  

This value is not a “concurrent” value but a literal value.  A single user can have multiple 

POP sessions at the same time. 

 Retrieved Items: 

This represents the amount of data sent out to a client by the POP server.  This includes all 

raw POP protocol data. 

 Size: 

This represents the amount of data received by the server from clients.  This includes all raw 

POP protocol data. 

 

Data 

 
Figure 38 – neonInsight – Statistics – Data 

 

The “Data” tab gives specific information about the data storage on the server.  neonInsight uses 

“single instance storage” for attachments and messages.  Data is processed twice daily, once at 3:00 

AM and again at 9:00 PM.  More frequent polling may cause the system to become sluggish.  The 

Data tab displays the following information:   

 Apparent Messages: 

This value represents what the total number of messages “would” be if neonInsight did not 

utilize “single-instance storage”. 

 Apparent Size: 

This value represents what the size of all messages stored “would” be if neonInsight did not 

utilize “single-instance storage”. 

 Actual Messages: 

This value represents the real number of messages stored due to the use of “single-instance 

storage”. 



Verimation Mail Security Gateway Configuration Guide 

34(67) 

 Actual Size: 

This value represents the actual size of all messages stored.  The difference in the values 

between the “Actual Size” and the “Apparent Size” show the value of “single-instance 

storage”. 

 Disk Savings: 

This value gives a percentage of disk savings due to the use of “single-instance storage”. 

 Total Disk Space: 

This value represents the actual disk space on the server. 

 Free Disk Space: 

This value represents the free disk space (unallocated disk space) on the server. 

 Apparent/Actual Ratio: 

This value shows the ratio of “apparent” data to “actual” data stored on the server. 

 

User Data (Details) 

 
Figure 39 – neonInsight – Statistics – User Data 

 

User Data gives the administrator a powerful set of tools to determine disk usage on a system and 

user level. 

 Groups: 

o All 

/var/neon/local-mb 

 Filters: 

o Username 

Filters results according to the username entered. 

o Folder name 

Filters results according to the folder name entered. 

 Calculate size 

Generates a summary of the following information: 

o Accounts 

o Apparent Messages 

o Actual Messages 

o Apparent Size (MB) 

o Actual Size (MB) 

o Total Disk Space (MB) 

o Free Disk Space (MB) 

 List 

The following options are available: 
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o User level provides a simplified summary of all user accounts including the 

“Apparent Messages” total and the “Apparent Size” of those messages. 

 

NOTE:  If a specific username is entered in the “Username” field, the results of “User 

level” will be specific to that user‟s account. 

 

 
Figure 40 – neonInsight – Statistics – User Data 
 

o Folder level provides a more in-depth summary of the user‟s folders, number of items 

in each folder and the “Apparent Size” of each folder. 

 

NOTE:  If a specific username is entered in the “Username” field, the results of 

“Folder level” will be specific to that user‟s account. 

 

 

 
Figure 41 – neonInsight – Statistics – User Data 
 

 Message Reference level provides an in-depth summary of the user‟s folder tree and specific 

information about the contents of each IMAP folder, including: 

o Folder name 
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o UID (message ID) 

o Time Updated 

o Apparent Message Size (in Bytes) 

 

 
Figure 42 – neonInsight – Statistics – User Data 
 

Memory 

 
Figure 43 – neonInsight – Statistics – Memory 

 

The “Memory” tab displays: 

 Total: 

Total memory of the server 

 Free: 

Total of free memory on the server 

 Graph: 

 The graph displays the amount of memory used by the “neon” process. 
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SERVICES 
All of the services in neonInsight Server are listed under: Administration > Services.  These services 

can be seen by selecting “Summary” on the services toolbar.   

 

Some of these services are configurable as noted by the  configure icon, while others are non-

configurable.  Services can be started, stopped, and restarted through this interface.   

 

Services that are currently running will show a green indicator , have a stop  icon and a restart  

icon.  Services that are currently not running will show a red indicator  and have a start  icon.  

 

Services that use Secure Sockets Layer (SSL) will show a secure  icon. 

 

neonInsight Services are separated into the following categories: 

 neonInsight Services: 

o All neonInsight services 

 Client Services 

o SMTP (External-SMTP) Mail delivered outside of the neonInsight server.  (Port 25) 

o SMTP (From-Amavis) All emails sent travels through the Amavis Virus Scanner.  

(Port 10025) 

o SMTP (Secure-SMTP) SMTP over SSL.  (Port 465) 

o SMTP (Webclient-SMTP) SMTP through the WebClient interface.  (Port 587) 

o IMAP4 (Standard-IMAP)  (Port 143) 

o IMAP4 (Secure-IMAP) IMAP over SSL (Port 993) 

o POP3 (Standard-POP) (Port 110) 

o POP3 (Secure-POP) POP over SSL (Port 995) 

o Sieve (Standard-Sieve) Mail filters (2000) 

 Delivery Services 

o SMTP (amavisd) Virus scanning. 

o SMTP (Internet) Mail delivery outside of the neonInsight server. 

o Local Delivery (localdelivery) Mail delivery within the neonInsight server. 

o Filter (Disclaimers) Global disclaimers 

 Web 

o Apache – Web server (Ports 80, 443) 

 Directory 

o OpenLDAP – User directory, quotas, and external contacts.  (Port 389) 

 Instant Messaging 

o Jabber – Instant Messaging server.  (Ports 5222,5223,5269) 

 Security 

o Clam AV – Virus scanner  

o Amavis – Virus scanner (Port 10024) 
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Figure 44 – neonInsight – Services Summary 

 

Client Services 

 
Figure 45 – neonInsight – Services – Client Services 

 

Client services include SMTP, IMAP4, POP3 and Sieve services.   
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Configure 

Custom configuration is available by selecting the configure icon  from any of the listed services.  

Within each of the configurable services is an “information” icon  for displaying dynamic help text.  

By selecting this icon, a brief explanation of each field is shown. 

 

 
Figure 46 – neonInsight – Services – Help Text 

 

Basic Settings 

 
Figure 47 – neonInsight – Services – Basic Settings 

 

All of the configurable services will have both a “Basic Setting” and an “Advanced Setting”.  The 

neonInsight Server is configured for optimal performance “as is”.  Care should be taken when 

modifying any of these settings. 

 

In the figure above (Basic Settings), only minimal information is required.  Once changes have been 

made, select “Save” to confirm your changes, “Reset” to cancel your changes. 
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Advanced Settings 

 
Figure 48 – neonInsight – Services – Advanced Settings 

 

In the figure above (Advanced Settings), there are more options available for custom configuration.  

When the changes have been made, select “Save” to confirm the selections, “Reset” to cancel 

changes. 

 
NOTE:  Before making changes to neonInsight Services, consult the information about each 

service by selecting the  button to display the help text. 

 

Delivery Services 

 
Figure 49 – neonInsight – Services – Delivery Services 

 

Delivery Services include SMTP, Local Delivery, and Filter or Disclaimers. 

 

Configure 

Custom configuration is available by selecting the configure icon  from any of the listed services.  

Within each of the configurable services is an “information” icon  for displaying dynamic help text.  

By selecting this icon, a brief explanation of each field is shown. 
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Figure 50 – neonInsight – Services - Delivery Services 

 

 
Figure 51 – neonInsight – Services – Delivery Services 

 

All of the configurable services will have both a “Basic Setting” and an “Advanced Setting”.  The 

neonInsight Server is configured for optimal performance “as is”.  Care should be taken when 

modifying any of these settings. 

 

In the figure above (Basic Settings), only minimal information is required.  Once changes have been 

made, select “Save” to confirm your changes, “Reset” to cancel your changes. 
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Advanced Settings 

 
Figure 52 – neonInsight – Services – Advanced Settings 

 

In the figure above (Advanced Settings), there are more options available for custom configuration.  

When the changes have been made, select “Save” to confirm the selections, “Reset” to cancel 

changes. 

 

NOTE:  Before making changes to neonInsight Services, consult the information about each 

service by selecting the  button to display the help text. 

SECURITY 
The Security section of neonInsight contains a Graphical User Interface (GUI) for managing 

SpamAssassin (Spam Filter), AMaViS (A Mail Virus Scanner) and ClamAV (Clam AntiVirus). 

 

The administrator is given access to features such as statistics, white listing, black listing, mail filter 

settings and more through the Maia Mailguard web administration portal. 

 

For more information on the in-depth details of what Maia Mailguard can do, visit the Maia 

Mailguard web site:  http://www.maiamailguard.com/maia/wiki 

 

 

http://www.maiamailguard.com/maia/wiki
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Figure 53 – neonInsight – Maia Mailguard Welcome Page 

 

Welcome  
The Welcome page contains a summary of useful information.  The Welcome page can be accessed at 

any time by selecting the “Welcome” icon on the left navigation toolbar: 

 

 

 

NOTE: The Welcome page can be accessed at any time by selecting the 

“Welcome” icon on the left navigation toolbar 

 

This page is divided into the following sections: 

1. Current protection level 

2. QuickStats 

3. Cache Contents 

4. Navigation 
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Current Protection Level 

 
Figure 54 – neonInsight – Maia Mailguard Current Protection Level 

 

The current protection level feature displays the current security enforcement level as well as access 

to protect level changes.  Available protection level changes are: 

 

NOTE: When logged in as “admin”, the Current Protection Level will display as “Off” because 

no mail is filtered for the “admin” account. 

 

 Off 

No protection against Spam or Viruses 

 Low 

Virus scanning only, not Spam checking 

 Medium 

Virus scanning and Spam scanning.  Will mark Spam that scores a 5 or higher but will not 

quarantine Spam. 

 High 

Virus scanning and Spam scanning.  Spam that reaches a score of 5 or more is quarantined. 

QuickStats 

 
Figure 55 – neonInsight – Maia Mailguard QuickStats 

 

QuickStats gives a summary of the following information to the administrator at a quick glance: 

 User: 

Displays the user login name 

 Unconfirmed Non-spam: 

Emails that are believed to be legitimate but has not been confirmed. 

 Suspected Spam: 

Emails that are suspected to be spam but not marked as spam. 

 Viruses/Malware: 

Emails with some malicious code inserted as an attachment. 

 Corrupt E-mails: 

Emails with bad headers or corrupted headers. 

 

NOTE: The above are the default values of Maia Mailguard.  These values can be modified as 

needed.  The file is located under /opt/insight/usr/share/php/maia-mailguard/config.php 
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Cache Contents 
Cache Contents is a summary overview of your current mail status.  Cache Contents is divided into 

five categories: 

1. Non-spam cache 

2. Spam cache 

3. Virus cache 

4. Banned-file cache 

5. Bad-header cache 

 

Items are cached for the purpose of confirming whether an item is legitimate email, spam, virus-

infected, or contains malformed headers.  When items are confirmed, Mia Mailguard is better able to 

determine whether future mail is legitimate or not. 

 
Figure 56 – neonInsight – Maia Mailguard Cache Contents 

 

Non-spam Cache 

Selecting the “Report/Confirm” button on the Cache Contents will open the “Non-spam cache”.  This 

cache contains items that are believed to be legitimate emails.  When an email is “confirmed” as 

being legitimate, it helps the spam filter to learn what legitimate email is. 

 
Figure 57 – neonInsight – Maia Mailguard Ham Cache 
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An email can be confirmed as legitimate by placing a check in the box beside the item and then 

selecting the “ham” button.  If an email is spam, place a check in the box beside the item and then 

select the “spam” button. 

 

By selecting the subject line, the details of the email can be viewed.  Details include: 

 From 

 To 

 Subject 

 Content-Type 

 

Spam Cache 

Selecting the “Report/Rescue” button on the Cache Contents will open the “Spam Cache”.  From 

within the spam cache, emails can be confirmed as spam.  Emails that have been incorrectly marked 

as spam can also be “rescued” and labeled as “ham”.  The process for marking items in the spam 

cache is the same as in the previous section. 

 
Figure 58 – neonInsight – Maia Mailguard Spam Cache 

 

Virus Cache 

Selecting the “Delete/Rescue” button on the Cache Contents will open the “Virus Cache”.  From 

within the virus cache, emails can be permanently deleted or rescued from the quarantine.   

 
Figure 59 – neonInsight – Maia Mailguard Virus Cache 
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Banned-file Cache 

Selecting the “Delete/Rescue” button on the “Banned-file Cache” will open the Cache Contents. 

Banned files are actually banned file extensions that the mail server is configured to reject.  The 

following file extensions are banned by default in the amavisd.conf file: 

 

ade adp app bas bat chm cmd com cpl crt 

emf exe fxp grp hlp hta inf ins isp js 

jse lnk mda mdb mde mdw mdt mdz msc msi 

msp mst ops pcd pif prg reg scr sct shb 

shs vb vbe vbs wmf wsc wsf wsh   

 
Figure 60 – neonInsight – Maia Mailguard – Banned File Cache 

 

Bad Header Cache 

Selecting the “Delete/Rescue” button on the “Bad Header Cache” will open the Cache Contents.  Bad 

Header filtering looks for broken email headers or emails that are malformed and in violation of 

Internet email standards.  

 

 
Figure 61 – neonInsight – Maia Mailguard – Bad Header Cache 

 

Stats 
The “Stats” page displays quick statistical information about the received email patterns for the user.  

The “admin” user has the ability to view statistics of other users but does not have the capabilities of 

viewing their email. 
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NOTE:  The “Stats” page can be accessed at any time by selecting the “Stats” 

icon on the left navigation toolbar. 

 

 
Figure 62 – neonInsight – Maia Mailguard – User Stats 

 

White List/Black List 
The White List/Black List page gives administrators a quick and easy method to globally white list or 

black list either a single address or entire domain. 

 

 

NOTE:  The “White List/Black List” page can be accessed at any time by 

selecting the “W/B List” icon on the left navigation toolbar. 
 

 

 
Figure 63 – neonInsight – Maia Mailguard – White List/Black List 

 

To white list or black list a single email address, simply type the full email address in the input field.  

Select either white listing or black listing followed by selecting the “Add to List” button. 

 

Emails from addresses added to the black list will automatically be deleted regardless of their content.  

Emails from addresses added to the white list will be delivered to the recipient regardless of their 

content. 
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Removing White List/Black List Entries 
 

 
Figure 64 – neonInsight – Maia Mailguard – White List/Black List 

 

The figure above shows how items can be instantly removed from either the white list or black list.  

Select the “Remove” radio button beside the entry to be removed followed by the “Update” button. 

 

Settings 
The Settings (Mail Filter Settings) page allows the users to modify their individual filter control 

settings.  From this page, users can manage multiple email accounts and merge them under a single 

management address. 

 

For detailed information about Mail Filter Settings, see the Maia Mailguard help guide.  This guide is 

included with the neonInsight source.  To access the help pages, select the “help” icon. 

 

 

 
 

NOTE:  The “Settings” page can be accessed at any time by selecting the 

“Settings” icon on the left navigation toolbar. 
 

 

 

Admin 
The Admin page is where the majority of the Maia Mailguard configuration and administration are 

performed.  From the Admin page, the following sub-categories can be maintained: 

 Users 

 Domains 

 Virus Aliases 

 Languages 

 Themes 

 System Configuration 

 Statistics 

 Help 
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NOTE: The “Admin” page can be accessed at any time by selecting the 

“Admin” icon on the left navigation toolbar. 
 

 

Users 
Users are automatically added into the Maia Mailguard database when the first email is received by 

the user.  This is a customized feature of neonInsight server and removes the need for the 

administrator to create accounts for each user. 

 

Domains 
The primary domain is configured into Maia Mailguard during the neonInsight installation.  If 

subsequent domains are added to the mail server, they must be manually added to the Maia Mailguard 

database. 

 

Adding New Domains 

 
Figure 65 – neonInsight – Maia Mailguard – Add New Domain 

 

To add a new domain, enter the new domain name and select the “Add Domain” button. 

 

Deleting Domains 

 
Figure 66 – neonInsight – Maia Mailguard – Deleting Domains 

 

To delete a domain, place a check beside the domain to be deleted and select the “Delete Marked 

Domains” button. 

 

Virus Aliases 
Maia Mailguard gives administrators the ability to add “aliases” to viruses that are detected.  Aliases 

can be used to combine multiple viruses or virus variants under a single alias name.  Since most 
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antivirus software companies have their own naming conventions, the same virus may have multiple 

names.  Virus Aliases gives the administrator the ability to name viruses as needed. 

 

Language 
The “Language” page lists the different languages that are currently installed in the Maia Mailguard 

interface.  Languages can also be added or removed through this interface.  If additional language 

support is required, additional language modules can be downloaded from 

http://www.maiamailguard.com/download.php. 

 

Themes 
There are multiple themes that can be selected for Maia Mailguard.  The standard theme with the 

neonInsight server is “bynari-dgm”.  Other themes can be selected and custom themes can also be 

created if needed. 

 

System Configuration 
Maia Mailguard comes configured with optimal settings that are pre-installed during the neonInsight 

installation process.  If system-wide changes are needed, they can be performed here, under “System 

Configuration”.   

 

NOTE:  Great caution should be used when making modifications to the System Configuration.  

Changes could result in disabling spam and antivirus scanning on the mail server. 

 

Statistics 
The “Statistics” page is where administrators go to reset all of the statistics gathered in Maia 

Mailguard.  Selecting the “Reset” button will reset that specific statistic. 

 

 
Figure 67 – neonInsight – Maia Mailguard – Reset Statistics 

 

Help 
The Help link displays help text specifically for administrators.  Each section that has been discussed 

in Chapter 8 of this Admin Guide is also discussed in the “Help” section under “Admin”. 

BACKUP AND RESTORE 

 

http://www.maiamailguard.com/download.php
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The Backup & Restore functions of neonInsight are divided into three different sections: 

Configuration data, Mail data and User Directory data.  The actual backup files are located under 

/opt/insight/var/backups. 

 

Configuration Data 

The Configuration data contains everything within the /opt/insight/etc directory.  It includes the 

configuration files for the different programs to customize the neonInsight Server. 

Configuration data files are not expected to change very often. 

 

Mail Data: 

The Mail data contains all of the mailboxes and messages.  The Mail data contains everything within 

the /opt/insight/var/neon/local-mb directory. 

Mail data is typically quite large and changes frequently. 

User Directory Data: 

The User Directory data contains all of the LDAP directory information.  It provides information 

about users, groups and domains.   

The User Directory data is usually larger than the Configuration data but considerably smaller than 

the Mail data.  Changes in the User Directory data will depend on your environment. 

 

To locate the Backup and Restore feature in neonInsight, log in either as “admin” or a user with 

system administrator rights to the server.  As the system administrator, expand the “Administration” 

option in the left navigation bar in your browser.  Under the “Administration” option, you will see 

“Backup & Restore”.  Selecting Backup & Restore will take you to the “Backup Summary” page. 

 

 
Figure 68 – neonInsight – Backup/Restore - Navigation 
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Figure 69 – neonInsight – Backup/Restore - Summary Page 

 

Backup and Restore Summary View 

The Backup Summary page gives the system administrator an overview of the current backup settings 

as well as when the last backups were completed.  This view also provides information about where 

the backups are stored, whether by tape, network share or local store. 

 

This section is divided into the three categories discussed earlier: Configuration, Mail, and User 

Directory. 

 

From this view, the system administrator can perform any function necessary for backing up or 

restoring Configuration data, Mail data or User Directory data. 

 

 
Figure 70 – neonInsight – Backup/Restore – Full/Incremental Backup 

 

Full and Incremental Backups 

One of the new features in the neonInsight 5.0 Server is the ability to not only handle full backups of 

the system but also incremental backups.  By simply “pointing and clicking”, an entire backup routine 

can be setup within minutes.  Live backups can also be configured manually at any time. 
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Full Backups: 

The “Full Backup” option backs up all of the data within its defined field.  For example, selecting a 

full backup of the Mail data will backup all of the Mail data regardless of the last time a backup was 

performed. 

 

Incremental Backups: 

The “Incremental Backup” creates a complete backup when run the first time.  All subsequent 

“Incremental Backups” scan what has changed since the last backup and write those changes to the 

backup database.  This option enables the administrators to use the disk space more efficiently and 

greatly increases the speed of backups.   

 

Scheduling Backups 

Scheduling backups, whether full or incremental is essentially the same process.  To schedule a 

backup routine, select the “schedule icon” on the right side of your browser. 

 
Figure 71 – neonInsight – Schedule Backup 

 

Selecting this button will take you to the “Schedule Automatic Backups of (Configuration, Mail or 

User Directory)” schedule page.  For this example, the Configuration page will be used. 

 

 
Figure 72 – neonInsight – Schedule Automatic Backups of Configuration 

 

In this view, Full and Incremental backups are configured.  This page shows that a weekly full 

backup is scheduled for every Sunday at 1:00am.  It also shows that incremental backups are 

scheduled weekly on Monday, Wednesday and Friday at 1:00am.  In this example, daily backups 

were not chosen because this backs up Configuration data, and it does not change often.   

 

The screen shots below show the various options available when configuring the backup options.   
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The options are:  

 

None: No Backup will be performed. 

 
Figure 73 – neonInsight – Schedule Options - none 

 

Hourly: The Hourly option allows for backups to be scheduled in hourly increments: every hour, 

every two hours, every three hours, etc up to every twelfth hour.  Minutes can be configured at five 

minute intervals, i.e. five minutes after the hour, ten minutes after the hour, etc.  “Starting hour of 

day:” allows the administrator to configure which hour of the day to begin this routine.  NOTE:  

Starting hour of day is set using a 24-hour clock.  The example shown below will begin a backup 

routine starting at 00:05 (12:05am) repeating every hour.   

 

NOTE:  This example will continue to run until the administrator stops the option. 

 
Figure 74 – neonInsight – Schedule Options – hourly 

 

Weekly:  The Weekly option displays all seven days of the week in checkbox format allowing the 

administrator to choose which days of the week to run the backup.  Following the days of the week 

are the 24-hour hourly selection and the five minute interval options. 

 

NOTE: This example will run daily Monday through Saturday at 00:05 (12:05am). 

 
Figure 75 – neonInsight – Schedule Options – weekly 

 

Daily: The Daily option enables the administrator to select “Every day”, “Every 2
nd

 Day”, “Every 3
rd

 

Day” or “Every 4
th
 Day”.  The next field is the 24-hour field followed by the five minute interval 

field.  The last field allows the administrator to choose a day of the month to begin this backup.  

Options in this field range from 1-31.  NOTE: The administrator should use caution when selecting 

the day of the month.  If the administrator selects, for example, “31” as the day to start and there are 

less than thirty-one days in that month, the routine will not start that month.  It will start on the next 

month that has a thirty-first day.   

 

NOTE: This example will start a daily backup routine on the first day of the month and run daily 

at 00:05 (12:05am). 
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Figure 76 – neonInsight – Schedule Options – daily 

 

 

When the full and/or incremental routines are configured, select the “Schedule” button to save your 

settings and schedule your backups.  You will see a confirmation that your backup routine schedule 

was successful. 

 
Figure 77 – neonInsight – Schedule Options – Success 

Cancelling a backup: 

To cancel a backup routine, set the schedule to “None” and then press the “Schedule” button.  This is 

the same for either Full or Incremental backups.  See figure 76 for more information. 

 

Set Backup Location for (Configuration, Mail or User Directory): 

  
Figure 78 – neonInsight – Backup Set Location 

 

Another feature of the neonInsight Server is the ability for the administrator to readily choose where 

to store the backups.  Three options are currently available: “Local Filesystem”, “Remote Host”, or 

“Tape”.   

 

Local Filesystem 

 

  
Figure 79 – neonInsight – Backup Location – Configuration 

 

 
Figure 80 – neonInsight – Backup Location – Mail 
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Figure 81 – neonInsight – Backup Location – User Directory 

 

The three figures above show the default settings for backup locations on Configuration, Mail and 

User Directory data.  This default location is on the Local Filesystem located under 

/var/backups/insight/[config, mail, or users].  

 

NOTE:  These paths are relative to the chroot environment.  The absolute path is: 

/opt/insight/var/backups/insight/[config, mail, or users]. 

 

Remote Host 
Backups can be sent through the network to other servers by utilizing the Remote Host option.  With 

the Remote Host option, the remote server must be running NFS.  NFS, developed by Sun 

Microsystems has been designated as the file system standard and is readily available on most Linux 

systems. 

To utilize the Remote Host feature, enter the IP address or host name of the remote NFS server, and 

the path where the backups are to be stored.  The neonInsight Server Remote Host program will 

mount the path automatically.  It is recommended that the administrator designate specific directories 

for Configuration, Mail and User Directory data. 

 

Tape 
To utilize the Tape backup feature, a magnetic tape drive must be installed locally on the server.  

When installed on the server, the neonInsight Server Tape program will find the tape drive and mount 

it automatically during the backup. 

 

List Backups 

  
Figure 82 – neonInsight – Backup List Backups 

 

For each backup item (Configuration, Mail, and User Directory), a backup listing is provided.  The 

lists can be accessed from the main Backup Summary page.  Select the “List Backups” icon for the 

item you want to view.  For example, to view the Mail backup list, select “List Backups” within the 

Mail section of the Backup Summary page. 
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Figure 83 – neonInsight – Backup – List Backups, Mail 

 

The backups are ordered by date from oldest to newest.  Note that there are page links at the bottom 

of the display window for multiple pages if necessary.  Backups are labeled either Full or 

Incremental.  Incremental backups are noted by the word “Incremental:” in bold while the full 

backups are designated by an entire bold line.  For example, in the screen shot above; the top line 

states: Full volume backup at 07/02/2008 11:51am.   

 

Viewing backup contents: 

                

 
Figure 84 – neonInsight – Backups – Full Backup List 

 

Full backups can be viewed by selecting the magnifying glass icon beside the date of the actual 

backup as shown in the above. 

 

  
Figure 85 – neonInsight – Backups – Incremental Backup List 

 

Incremental backups can be viewed by selecting the magnifying glass icon as shown in the above. 

 

  
Figure 86 – neonInsight – View Mail Backup Contents 
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The contents of the backup can be viewed by expanding the username list (shown here as 

“testuser1”) and placing a check beside the inbox.  To view the marked items, select the “Check 

Messages” button.  This will return a listing of the backup contents of the directory (Inbox, Contacts, 

Calendar, etc) you selected. 

 

From this view, messages, calendar items or user directory data can be restored simply by placing a 

“check” in the checkbox and selecting “Restore Messages”.  With this feature, a single email can be 

restored.   

 

NOTE: The contents of the email cannot be viewed, only the original date of the email and the 

subject line can be viewed. 

 

 
Figure 87 – neonInsight – Restore Mail from Backup 

 

 

Restore from backup 

With the new interface, you can select specifically what you want to restore even a single email.   

Restore specific data: 

You have the ability to restore all data or specific data within each of the three backup options – 

Configuration, Mail, and User Directory.   

 

To restore, for example, specific email from an incremental backup, first determine which backup 

contains the email item.  To find the backup, choose the “List Backups” icon from Mail on the 

Backup Summary page. 

 

  
Figure 88 – neonInsight – Backup – List Backups 
 

You can select the backup to use.  See the section titled “List Backups” for the details. 
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Once you have found the message you want to restore, place a check beside it and select the “Restore 

Messages” button at the bottom. 

 

 
Figure 89 – neonInsight – Restore Mail from Backup 

 

Restore entire mail store: 

 To restore the entire mail store, from the Backup Summary page, select “List Backups” (see figure 

50 above).  From the “Backups of Mail” page, decide which backup item you want to restore. 

 

 
Figure 90 – neonInsight – Restore Mail from Backup 

 

Confirm your restore selection by selecting the “Restore” button. 

 
Figure 91 – neonInsight – Restore Mail from Backup 

 

Another feature of the Full Backup Restore function is the server‟s ability to automatically restore all 

subsequent incremental backups.  By placing a check in the box next to “Also apply following 

increments sequentially”, the server will restore from the Full Backup first and then apply any 

Incremental Backups that follow.   

 

You will see a “Successfully restored data” banner when the restore process is finished. 

 

  
Figure 92 – neonInsight – Restore Mail from Backup 
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QUOTAS 

 
Figure 93 – neonInsight – Quotas 

 

The neonInsight Server utilizes a “quota class” system to manage user data storage limits.  By default, 

the neonInsight Server has four pre-configured quota classes: 

 Small 

100 MB storage capacity 

No limit on the number of messages stored 

 Medium (default setting for new accounts) 

250 MB storage capacity 

Limit of 5000 messages stored 

 Large 

500 MB storage capacity 

Limit of 10000 messages stored 

 No Limits 

No limit either on storage capacity or the number of messages stored 

 

To access the quota class system, navigate to: Administration > Quotas.  In the quota class section 

you can: 

 Create new quota classes 

 Modify existing quota classes 

 Delete existing quota classes 

 

Create a new Quota Class 
To create new quota classes, select the “New” button from the quota class toolbar. 

  
Figure 94 – neonInsight – Quota Class Toolbar 

 

The following information is required to create a new quota class: 

1. Name 

Enter a name for the quota class.  Names can be any name of your choice. 

2. Description 

Enter a description of the quota class.  The description is for your use only and is not used by 

the system. 

3. Max Size (MB) 

Enter the data storage size limit you want to allow in MB.   

“0” represents “No Limit” on data storage 

4. Max Messages 

Enter the maximum number of email messages allowed by this quota.  

“0” represents “No Limit” on messages stored. 
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5. Use as the Default Quota 

Select this check box if you want this to be the default quota used when creating new users. 

6. Update 

Select this button to save changes to the quota class. 

7. Cancel 

Select this button to abandon changes made to the quota class. 

 

Editing a Quota Class 
To access the quota class system, navigate to: Administration > Quotas.  In this view, you will see all 

of the existing system quota classes. 

 

  
Figure 95 – neonInsight – Editing Quota Classes 

 

To edit one of these classes, select the (+) next to the quota class name you want to edit.  This will 

expand the dialog window and display the editable properties of that quota class. 

 

  
Figure 96 – neonInsight – Editing Quota Classes 

 

All parameters of the quota class are editable.  Each of these parameters is defined in the “Create a 

new quota class” section. 

 

When finished editing the quota class, select the “Update” button to save your changes.   

Selecting the “Cancel” button will discard all changes to the quota class. 
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Deleting a Quota Class 
To access the quota class system, navigate to: Administration > Quotas.  Next to each of the 

displayed quota classes is a delete icon .  By selecting this icon, you can delete the chosen quota 

class.  Upon selecting the delete icon, a confirmation dialog window will appear.  To permanently 

delete the quota class, confirm this action by selecting “OK”. 

 

NOTE:  This action is permanent and cannot be undone. 

 

  
Figure 97 – neonInsight – Deleting Quota Classes 

DISCLAIMERS 
Disclaimers can be created and attached to emails either from a single domain or system-wide.  The 

system administrator can add, modify or delete any disclaimers on the server.  Domain administrators 

can add, modify or delete only those disclaimers on their respective domain. 

 

NOTE:  User disclaimers are managed by the end users within their signature file.  For more details 

on how to set user disclaimers, see the 5.0 WebClient Users Guide:   

http://www.bynari.net/images/documentation/webclient/insight_webclient50_usersguide%20_2_.pdf 

 

Creating Disclaimers 
To create a new disclaimer, navigate to: Administration > Disclaimers. 

 
Figure 98 – neonInsight – Disclaimers 

 

There are four basic fields in the “Add a new disclaimer” dialog window: 

 Domain: 

Use the pull-down menu to select either the “Global Disclaimer” option or a specific domain 

to apply the disclaimer.  The “Global Disclaimer” option will attach the disclaimer to every 

email sent from the server regardless of the domain.  Specifying a domain will attach the 

disclaimer to that domain only. 

 Name: 

The “Name” field is a required field.  Choose a name for the disclaimer; the name for the 

disclaimer is user defined. 

http://www.bynari.net/images/documentation/webclient/insight_webclient50_usersguide%20_2_.pdf
http://www.bynari.net/images/documentation/webclient/insight_webclient50_usersguide%20_2_.pdf
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 Active: 

By selecting this checkbox, the disclaimer is activated. 

 Text: 

The “Text” field is a required field.  In this field, enter the actual disclaimer text. 

 

When all of the required information has been entered, select the “Add disclaimer” button to save 

these changes or select “Reset” to cancel. 

 
Figure 99 – neonInsight – Add Disclaimer 

 

Update Disclaimer 
Disclaimers can be easily modified from the “Add a new disclaimer” dialog window.  At the bottom 

of this window is a search tool for disclaimers. 

 

 
Figure 100 – neonInsight – Update Disclaimer – Search 

 

By default, no disclaimers are displayed; however by selecting the “Search” button and leaving the 

“Domain” pull-down menu set to “All”, all disclaimers will be displayed.  To narrow the results, 

additional search parameters can be added into the “Search” input field.  Searches can also be 

narrowed by selecting specific domains to search. 
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Figure 101 – neonInsight – Update Disclaimer 

 

In the figure above, note that all fields are editable with the exception of the Domain field.  This field 

is also not editable in global disclaimers.  When all of the fields are updated, select the “Update 

disclaimer” button to save the changes or “Reset” to discard them. 

Delete Disclaimer 
Deleting a disclaimer is an easy, two-step process.  Utilizing the disclaimer search steps in the 

previous section (Update Disclaimer), locate the disclaimer.  Once the disclaimer that is to be deleted 

is located, select the “delete”  icon beside it. 

 

 
Figure 102 – neonInsight – Delete Disclaimer 

LICENSING 
neonInsight Server licensing is obtained from the Bynari sales department – sales@bynari.net.  If the 

server is not registered with a valid license key, it will automatically be set to a 30-day evaluation 

mode.  In evaluation mode, neonInsight limits the available user accounts to 5.   

 

The license key is validated via the Internet through port 80 to the Bynari key server – 

http://update.bynari.net.   

 

To register the neonInsight Server, go to: Administration > Licensing. 

mailto:sales@bynari.net
http://update.bynari.net/
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Figure 103 – neonInsight - Licensing 

 

Enter the license key obtained from the Bynari sales department into the “License Key” input field 

and select “Update”. 

 

 
Figure 104 – neonInsight – License Key 

 

The middle section displays the license information for each product covered under the license key.  

This section also displays the total number of license “Seats” that are available under the license as 

well as the number of license seats “Used”. 

 

Proxy 
If the server resides behind a proxy server, the user has the option to configure the following settings 

in order to register the neonInsight Server properly: 

 Proxy server address 

 Proxy server port number 

 Proxy username 

 Proxy password 

 SOCKS 5 proxy 

 

Each of these items is configurable by selecting the “Options” button on the top toolbar in the 

Licensing section. 

 

 
Figure 105 – neonInsight – License Toolbar 
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Figure 106 – neonInsight – Proxy Settings 

 

When all of the proxy information has been entered, select “Save Options” to save the changes or 

“Undo Changes” to cancel. 

 

When finished with the proxy settings, select “Summary” on the “License Toolbar”.  Once on the 

Summary page, select the “Update” button to complete the license update process. 

 

 
Figure 107 – neonInsight – Update License 


